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Timeline of HTTP protocol

HTTP 1.0 SPDY 1.0 QUIC in chrome

HTTP 1.1 HTTP/2 HTTP/3



HTTP 1.0 VS HTTP 1.1

HTTP 1.0 HTTP 1.1

« Single request/reponse per connection « Persistent and pipelined connection
* Host header optional « Need host filed

« Limited support for caching « Caching support

« Simple status code « HTTP status code

« Chunked transfers / byte-range transfers

« Compression/decompression



HTTP 1.1 pipeline

no pipelining pipelining

client server client server « Solve HOL problem partly (FIFO)
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SPDY and HTTP/2

HTTP/1.1 Baseline HTTP/2 Multiplexing
1 o B e B
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g Time * Introduce priority
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A frames protocol

Application (HTTP 2.0)

Binary Framing

HTTP 1.1

Session (TLS) (optional)

Transport (TCP)

POST /upload HTTP/1.1

Host: www.example.org
Content-Type: application/json
Content-Length: 15

Network (IP)

{nmsgn:nhelloﬂ}

HTTP 2.0

HEADERS frame

i DATA frame




A frames protocol

Connection
Stream 1
Request message
HEADERS frame (stream 1)
:method: GET
:path: /index.html
:version: HTTP/2.0
:scheme: https
user-agent: Chrome/26.0.1410.65
Response message
HEADERS frame (stream 1) DATA frame (stream 1)
:status: 200
:version: HTTP/2.0
— server: nginx/1.0.11 ... fesponse payload...
vary: Accept-Encoding
Stream N
—T 1
<] (]

 Stream
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Multiplexing

« FTRIEMAEZMBEK, BXRZEEAFM,

-« FTREMAEZ NN, TN ZEEATHL.
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- IHRAUERIDRIESIAMESFERNFIAR, AR/ TR InEETE,

HTTP 2.0 connection
- | stream1 | stream3 | stream3 | stream ]
DATA | HEADERS DATA DATA

‘ # .............................................................. stream 5
DATA

(lient Server




Multiplexing
hittps://http2.akamai.com/demao

o LER 5 - O X
MEE BED HEY BRO BRO e SHe BBy REw IEM  2EH0)
L oC I RE|Re=F |5 aaal
[ Eet2 )+
Ha, Time Source Destination Frotecol Length Info
5439 41.387156 192.168.5.105 104.127.205.211 HTTP2 122 HEADERS[43]: GET /demo/tile-62.png
5449 41.387185 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[45]: GET /demo/tile-65.png
5441 41.387216 192.168.5.105 104.127.205.211 HTTP2 123 HEADERS[47]: GET /demo/tile-34.png
5442 41.387247 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[49]: GET /demo/tile-55.png
5443 41.387277 192.168.5.105 104.127.205.211 HTTP2 122 HEADERS[51]: GET /demo/tile-28.png
5444 41.387384 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[53]: GET /demo/tile-17.png
5445 41.387332 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[55]: GET /demo/tile-68.png
5446 41.387365 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[57]: GET /demo/tile-18.png
5447 41.387396 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[59]: GET /demo/tile-88.png
5448 41.387423 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[61]: GET /demo/tile-47.png
5449 41.388713 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[63]: GET /demo/tile-36.png
5450 41.388751 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[65]: GET /demo/tile-68.png
5451 41.388780 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[67]: GET /demo/tile-58.png
5452 41.388813 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[69]: GET /demo/tile-52.png
5453 41.388841 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[71]: GET /demo/tile-32.png
5454 41.388870 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[73]: GET /demo/tile-16.png
5455 41.388986 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[75]: GET /demo/tile-26.png
5456 41.388935 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[77]: GET /demo/tile-78.png
5457 41.388962 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[79]: GET /demo/tile-61.png
5458 41.388996 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[81]: GET /demo/tile-53.png
5459 41.389825 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[83]: GET /demo/tile-78.png
5460 41.389952 192.168.5.185 104.127.205.211 HTTP2 122 HEADERS[85]: GET /demo/tile-14.png
5461 41.389886 192.168.5.185 104.127.205.211 HTTP2 123 HEADERS[87]: GET /demo/tile-49.png
£@ 2f 74 b3 69 97 54 a7 03 3b 71 32 08 @@ 45 @0  -/t-i-T- -;q:--E
00 Ge 80 0 40 00 2f @6 <5 35 68 7f cd d3 <@ a8 -n.-@-/- -5h
85 69 @1 bb 3 84 @d ed 15 d5 7d @4 9a e8 58 18 i ... - 3}
81 5 3f 2b 00 88 17 @3 03 86 41 08 11 8d 8d a9 - 2+---- --A-----
7f 4f 96 1a 6b 2b a9 83 72 e5 4d af d8 ad 18 8 0 k+ - Moo~

Frame (124 bytes)

Decrypted TLS (45 bytes)

@ 7 typerText Transfer Protocel 20 Protocel

|| 448: sezez - BRF: 19¢ (028) | EE: Default




M Wireshark - 448 3798 - LIAR 5

hittps://http2.akamai.com/demao

Multiplexing

v

¢ v v o

> Frame 3798: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface ‘\Device\NPF_{79080F3B-63BE-4C3B-9AA9-BA8D5948B853E}, id @
Ethernet II, Src: Tp-LinkT 3b:71:3a (54:a7:03:3b:71:3a), Dst: ASUSTekC b3:69:97 (f@:2f:74:b3:69:97)
Internet Protocol Version 4, Src: 184.127.205.211, Dst: 192.168.5.185

Transmission Control Protocol, Src Port: 443, Dst Port: 62348, Seq: 552, Ack: 1339, len: 70
Transport Layer Security
HyperText Transfer Protocol 2

» Stream: SETTINGS, Stream ID: 8, Length 38
» Stream: SETTINGS, Stream ID: @, Length @

2f 74 b3 €9 97 54 a7 @3 3b 71 3a @3 80 45 E fei-Te - 5q EI
6e 89 f0 40 00 2f 86 5 35 68 7f cd d3 c@ a8 n--@-f- -5h-----
69 @1 bb f3 84 8d ed 15 d5 7d 84 9a e8 50 18 Jeeenes }-P-
f5 3f 2b 00 96 17 83 83 @0 41 88 11 @d ad a9 Pheoes vifreens
4f 96 1a 6b 2b a9 83 72 e5 4d af dB ad 18 f@ 0--k+-- r-M-

1f 1 d8 56 98 2a el 3c a7 69 1d 5d 25 2e 81 V¥ iR
bb 67 78 €5 22 76 dd b8 ab 8d 20 f5 8c 73 64 m-gpe"v- --- sd
dl ec 1a 69 88 d5 a2 4b ba 29 fd |---1--- K-)

Frame (124 bytes) Deorypted TLS (45 bytes)

Help




Introduce priority
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flow control

M Wireshark - %548 3798 - LR 5 = m} 3¢

> Frame 3798: 124 bytes on wire {992 bits), 124 bytes captured (992 bits) on interface \Device\NPF {79880F3B-63BE-4C8B-9AA9-BO8D594B853E}, id @
> Ethernet II, Src: Tp-LinkT 3b:71:3a (54:a7:83:3b:71:3a), Dst: ASUSTekC b3:69:97 (f@:2f:74:b3:69:97)
» Internet Protocol Version 4, Src: 184.127.2085.211, Dst: 192.168.5.185
» Transmission Control Protocol, Src Port: 443, Dst Port: 62348, Seq: 552, Ack: 1339, lLen: 7@
» Transport Layer Security
v HyperText Transfer Protocol 2

~ Stream: SETTINGS, Stream ID: 8, Length 38
Length: 38
Type: SETTINGS (4)
Flags: ©x@@ N o
Qs sous soas SEes wEws wasE wwsw szaseoelREserveds. Oxd o ;/\%Ugﬁﬁﬁlri
.002 0000 DORC 0OOR 0DOQ 00O VOBE 8008 = Stream Identifier: @ JILIT e
v Settings - Header table size : 40896
Settings Identifier: Header table size (1)
Header table size: 4096
~ Settings - Max concurrent streams : 1806 ° {y%-l_xjdata fra me
Settings Identifier: Max concurrent streams (3)
Max concurrent streams: 10@

~ Settings - Initial Windows size : 65535 AY .

Settings Identifier: Initial Windows size (4) O ﬂ%‘l‘qu%]:%lzﬁﬁaj(stream Id = O)
Initial Windows 5ize: 65535
i Settings - Max frame size : 16384

Settings Identifier: Max frame size (5) S .
Max frame size: 16384 ° ﬂ%‘l’xj-;}leE%U(stream Id > 0)
[ Settings - Max header list size : 32768
Settings Identifier: Max header list size (6)
Max header list size: 32768
> STream: SETTINGS, Stream 10: ©, Lengin ©

2000 00 00 1e 04 00 ICEICEIEE °° 1 60 @0 1P 6@ 6@ - .- .- - .. -

O 93 0P 00 PO 64 0P @4 PO @0 ff ff 00 @5 00 @@ 40 - -..d--- - - @
60 00 O6 0P 0D 30 00 OO 00 PO B4 O1 00 60 OO BB - ... ool

=




server push

HTTP 2.0 connection
stream 4 steam1 | stream4 | stream2 | |
frame 1 framen promise promise
-------------- Stream 1
frame 2

stream 1
frame 1

stream 1: /page.html (client request)
stream 2: /script.js (push promise)
stream 4. /style.css (push promise)

FiiRclientRY IR K
BEFiRET
AENHEERITER
FARS =R EM IR
B FimA] LATEE

mizRE APUSH PROMISE, #riEstream



Request headers

:method GET
:scheme https
host | example.com
:path Iresource
user-agent | Mozilla/5.0 ...
custom-hdr | some-value

Hpack

Static table

1

:authority

Encoded headers

2

‘method

GET

2

7

51

referer

63

19| Huffman(“/resource”)

62

user-agent

Mozilla/5.0 ...

62

63

host

example.com

Huffman(“custom-hdr”)

Huffman(“some-value”)

Dynamic table

RFCHIITE 75 SRIR(&FE BRY)
R, (NFEEEERS|S

{EAHPACKEXES8 (RFC7541)




HTTP2 [aJgt (TCP ?)

HTTPA.1 HTTP/2

Latency: Latency:;
Load time: Load time:

- MEEBRIEMIMET, http2Z&EThttp1.1
- TCPHEREEHRTHOLE

- TCPHYIAIZEEHI SEE MERERME R/
- TCPEE=RETF, TLISUFEERETF

- BnIMZE3R{LIPibiE

« SCTP/RTP ....

Demo concepd inspired by Golang's Gophertiles

Return to Akamai's HTTP/2 page

Blog axplaining how this demo works
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loss detection / congestion control (RFC9002)

Application Layer

QUIC
1. Flow Control 2. Congestion Control
Connection Flow Control (CFC) Cubic BBR
Stream Flow Control (SFC) Self-developed Algorithm
RCER I 4. Connection Migration
Timeout-based Retransmission
Fast Retransmission 5. Multipath QUIC
6. Self-developed transmission optimization mechanism
UDP Socket

Network Layer



HANDSHAKE

DATA

e

TCP + TLS/.3
CLIENT
—
4 e S‘I'HIACK "
B39
i HELLO —
__ HELLO, CERT, F
_<- —
TTRNGEr,
_— 200 oK —
é_ = o

1 RTT (RFC 9001)

SERVER

HANDSHAKE

DATA

Quic

CLIENT
NTAL ey
N—
— INITIAL; WeLLO, CERT
—_— FIN, et/ -
— _ 2000k~ =

SERVER




0 RTT (RFC 9001)

) ) G Sovr

Inchoate CHLOD Complete CHLO g
i e
1-H] { REJ Encrypted request
Complete CHLO Data <
[ "' Exchange
Encrypted request . SHLO
Data < SHLO 2 Encrypted response
Exchange | [ Koo
Encrypied response
l..‘ -

Initial 1-RTT Handshake

Successful 0-RTT Handshake
(a)

]




QUIC connection/stream/frame (RFC 9000)

R

| Flags |

e e e Rt Kt S Eh I s 1 ahats (T S SR SO S
| Destination Connection ID
+ot-t-tot-t-t-t-t-t-t-t-t-t-t-t-t-+-+-+
| Packet Number
+-4-+-+-t-+-+-t-+-t-+-+-+-4-+-+-4-+-+-+
| Protected Payload (*)

C S o e o e o e o o s e s )

¢
#

P12.3

B T e =
| Framel | .~

Ead
-

dotebetmt bt
| Frame2 |
dod btttk

b
A

+-t-F-F-F-F-+-+

| Framen |

0 St S S e e S

e

0 0 T T S L s ot R
Stream ID
+ot-t-t-t-t-t-t-+-+
[Offset]
+-t-t-t-t-t-t-t-+-+
[Length]
+-4-+-+-+-+-+-+-+-+
Stream Data (*) ...
T ST ST ST ST S SR SRR




QUIC connection/stream/frame (RFC 9000)

M Wireshark - $348 527491 - LA 5 S O X

» Frame 527491: 1292 bytes on wire (10336 bits), 1292 bytes captured (18336 bits) on interface \Device\NPF_{79080F3B-63BE-4C8B-9AA9-BOBD594B853E}, id @
Ethernet II, Src: ASUSTekC_b3:69:97 (f@:2f:74:b3:69:97), Dst: Tp-LinkT_3b:71:3a (54:a7:83:3b:71:3a)
Internet Protocol Version 4, Src: 192.168.5.185, Dst: 172.217.165.3
User Datagram Protocol, Src Port: 52211, Dst Port: 443
v QUIC IETF
» QUIC Connection information

[Packet Length: 1258]

| :|Header‘ Form: Long Header (1) |

Ao ..o =_Eixed Bits True

.09 .... 4 Packet Type: Initial (@) |

. 88.. = Reserved: @

te.. ..00 =|Packet Number Length: 1 bytes (8) I
Version: 1 (8x06000001)
Destination Connection ID length: 8

I Destination Connection ID: 4df348969e777859 I
Source Connection ID Length: @
Token Length: 55
Token: 0082df6e3279a5777F9882dcaB324367989b2f5e5edc52f8Beacd360d6ff45cdaTad3cdde..
Length: 1177
Payload: 734412912f50elf995c852a65378Fbc6c54169255bb7244cc36b0e8792d8b6a771262b28...

» CRYPTO

> PADDING Length: 253

> PING

> PADDING Length: 97

> PING

> CRYPTO

> CRYPTO

» PING

> PING

> CRYPTO

> PADDING Length: 83

> CRYPTO

> PADDING Length: 361

> PING

0000 LEEVMCE 3b 71 3a f@ 2f 74 b3 69 97 08 @0 45 @0
@4 fe c2 1c 40 00 80 11 1b e4 cB a8 85 69 ac dI
ad> 83 cb f3 01 bb @4 ea 9f 96 cd 00 20 00 01 @8
4d f3 48 96 9e 77 78 59 06 37 86 2d f6 €9 27 9a
57 77 9 08 2d ca 83 24 36 79 89 b2 f5 eb> ed ¢S
2f 80 ea cd 36 @d 6f f4 5c da 7a d3 c4 de 8 d5
ba 93 20 81 78 ad a7 680 a2 f8 4e b8 92 a9 Bc 43

Frame (1292 bytes) Decrypted QUIT (1180 bytes)




UIC connection/stream/frame (RFC 9000)

M Wireshark - $3#8 517288 - LA 5 = ] X

Frame 517288: 1322 bytes on wire (10576 bits), 1322 bytes captured (10576 bits) on interface \Device\NPF_{79@80F3B-63BE-4C8B-9AA9-BO8D594B853E}, id @
Ethernet II, Src: Tp-LinkT_3b:71:3a (54:a7:83:3b:71:3a), Dst: ASUSTekC_b3:69:97 (f0:2f:74:b3:69:97)
Internet Protocel Version 4, Src: 151.181.125.57, Dst: 192.168.5.185
User Datagram Protocol, Src Port: 443, Dst Port: 49888
QUIC IETF
~ QUIC Connection information

[Connection Mumber: 46]

[Packet Length: 1288]

~ QUIC Short Header PKN=417

.. wune =[ﬁ;adef Form: Short Header (Bﬂ
Fixed Bit: [rue
: aeas Spin Bit: False

..8 @... = Reserved: @

.B.. = Key Phase Bit: False

.... ..01 = Packet Number Length: 2 bytes (1)

Protected Payload: 7f678150821a38068933264d4683b4e4bB81949128214260d82aae5F269428fa2be@c8818..
~ STREAM id=64 fin=0 off=61 len=1257 dir=Bidirectional origin=Client-initiated

> Frame Type: STREAM (B8xBe@ee0o0eeeasesc)
T T T U P R e R R s Sreaniinitigtor s Clientodn i ated Q)

. = Stream direction: Bidirectional (8)

v v v

Offset: b1
I Stream Data: 71aB@3579afed/2c72bed88923458dbl3eeb3248ecBdbed331b6f842chbbfcfecrardsb96..

0020 05 69 [l da cd 83 7f 67 01

o 50 al 33 09 68 93 32 64 d4 68 3b 4e 4b 08 19 49
12 82 14 26 @d 82 aa e5 f2 69 42 8f a2 be Oc B8
18 37 2c 92 63 c2 93 e@ e@ bd b2 36 b8 f4 dl1 @5
6d 73 bb d8 dl b6 d7 27 4d 3 68 &f 38 3b b3 ad
20 3a 4f fb Oc 8@ 2e 53 5b 32 d@ 58 ac 56 cf @9
8 97 ab b4 4a bc bl 8c @ 5c a2 53 12 fe c4 57 85
9 54 90 44 fa a8 78 ca ab <@ d3 26 28 9d 4a 65 af

Frame (1322 bytes) Decrypted QUIC (1261 bytes)

No. : 517288 - Tima: 4136 163996 + Source: 151 101 125 57 - Destimation- 192 16 5 105 - Protocol- QUIC - Lensth- 1322 - Info: Protected Papload (KPQ), PIN: 417 STREAN(5£)



QUIC encryption level (RFC 9001)

12.3. Packet Humbers

The packet mumber iz an integer in the range 0 to 2°62-1. This
number iz used in determining the cryptographic nonce for packet
protection. Each endpoint maintainz a separate packet number for
zending and receiving.

Packet numbers are limited to this range because they need to be
representable in whole in the Largest Acknowledged field of an ACKE
frame (Section 19.3). When present in a long or short header,
however, packet numbers are reduced and encoded in 1 to 4 bytes, =zee
Section 17.1.

Version Negotiation (Section 17.2.1) and Retry (Section 17.2.5)
packetz do not include a packet number.

Packet rumbers are divided into three spaces in QUIC:

Initial space: A1l Initial packets (Section 17.2.2) are in this
space.

Handshake space: Al]1 Handshake packets (Section 17.2.4) are in this
space.

Application data space: A1l O-RTT (Section 17.2.3) and 1-RTT
(Section 17.3.1) packetz are in thiz space.

5.1. Packet Protection Keys

QUIC derives packet protection keys in the same way that TLS derives record
protection keys.

Each encryption level has separate secret values for protection of packets sent
in each direction. These traffic secrets are derived by TLS (see Section 7.1 of
[TLS13]) and are used by QUIC for all encryption levels except the Initial
encryption level. The secrets for the Initial encryption level are computed based
on the client's initial Destination Connection ID, as described in Section 5.2.

The keys used for packet protection are computed from the TLS secrets using
the KDF provided by TLS. In TLS 1.3, the HKDF-Expand-Label function described
in Section 7.1 of [TLS13] is used, using the hash function from the negotiated
cipher suite. All uses of HKDF-Expand-Label in QUIC use a zero-length

Context.

Note that labels, which are described using strings, are encoded as bytes using
ASCII [ASCII] without quotes or any trailing NUL byte.

Other versions of TLS MUST provide a similar function in order to be used with
QUIC.

bz described in [QUIC-TLS]. each packet type uses different
protection keys.

Conceptually, a packet nmumber space 1z the context in which a packet
can be procezzed and acknowledged. Initial packetz can only be sent
with Initial packet protection keys and acknowledgzed in packetsz that
are alzo Initial packets. Similarly, Handshake packets are sent at
the Handshake encryption lewvel and can only be acknowledged in
Handshake packets.

The current encryption level secret and the label "quic key” are input to the KDF
to produce the AEAD key; the label "quic iv" is used to derive the Initialization
Vector (IV); see Section 5.3. The header protection key uses the "quic hp” label;
see Section 5.4. Using these labels provides key separation between QUIC and
TLS; see Section 9.6.

Thiz enforcez cryptographic separation between the data sent in the
different packet number spaces. Packet numbers in each space start
at packet number 0. Subzequent packetz zent in the =zame packet
number space MUST increaze the packet number by at least one.

Both "quic key" and "quic hp" are used to produce keys, so the Length provided
to HKDF-Expand-Label along with these labels is determined by the size of keys
in the AEAD or header protection algorithm. The Length provided with "quic iv"
is the minimum length of the AEAD nonce or 8 bytes if that is larger; see
[AEAD].

The KDF used for initial secrets is always the HKDF-Expand-Label function from
TLS 1.3; see Section 5.2



Client move to a new IP address

connection migration

| SYN

_ACK
[Data]

Using TCP

| SYN
| ACK

Client mowve to a new IP address

Connection ID
[Data]

Using QUIC

=

ic I TR
=i

Connection
1D
[Data]




HTTP 2 VS HTTP 3 performence

B v FasTER B H2 FasTER

startTime -

-21.7%

Image Resource

\05° pe! ay DE\B#
e me e
50 4 00

Metwork Conditions

Figure 15: H2 vs H3 performance for the start and end times
of the ‘main’ image resource of our large-sized Cloudflare
web-page.



HTTP 2 VS HTTP 3 performence

H2 B Main image
T TV TRRVECER AT S VO VOO O T e R R
0 KB 200KB 400KB 600KB S800KB 1,000KB 1,200 KB
Total Size
H3 B Main image
RRRR T T T e T R
0 KB J00 KB 400 KB 600 KB 800 KB 1,000 KB 1,200 KB
Total Size

Figure 16: HTTP frames received by Chrome for 8
simultaneously-requested image/gif resources from our
large-sized Cloudflare web-page. Each color represents a
unique HTTP stream and each bar represents a chunk of
data read by the application layer. Notice that H3 not only
received the main image’s’frames earlier, but also received

them exclusively (H2 started receiving main image frames
around the 500KB mark).



Problems

« UDP rate limiting and blocking

» More cpu usage

- DDOS

« Replay attack



debug time: QUIC complete process

(chrome://net-internals/#events)(https://quic.clou

|(— [¢] # netlog-viewer.appspot.com/#events I
oL PDF Linux Fun Browser Book T™MP
chrome-net-expor n
Import: Gy | 1042 of 1042
Events [O 1164 URL_REQUEST https://dns.go ~ 2128: QUIC_SESSION
e e Start Time: 2021-12-16 02:27:47.589
imeline | O 1185 HTTP_STREAM_JOB_CONTROLLER
o 1166 HTTP_STREAM JOB =69547 [5t=23859] QUIC_CHRONIUN_CLIENT_STREAN_SEND_REQUEST_HEADERS
= = --» imethod: GET
= 1210 URL_REQUEST hitps://dns.go B thort by frulonToud
8] 1211/ HTTP_STREAM_JOB_CONTROLLER :scheme: https
:path:
O 1212 HTTP_STREAM_JOB c s -
O 1217 | SOCKET cache-control: no-cache
5] T SN sec-ch-ua: ” Not A;Brand”;v="99", “Chromium”;v="96", “Google Chrome”;v="06"
= sec-ch-ua-mobile: 70
o 1329 SOCKET sec—ch-ua-platform: “Vindows”
O 1339 HTTP2_SESSION it §
upsrade-insscure-requests: 1
[m] 1376 SOCKET user-agent: Nozilla/5.0 (Findows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/96.0.4664.93 Safari/537.36
O 12414 HTTP2 SESSION accept: text/htnl, application/xhtnl+xml, application/xnl;q=0.9, image/avif, inage/nebp, image/apne, #/%, q=0. 8, application/signed-exchange, v=b3; q=0. 9
— sec-fetch-site: cross-site
|18 1430/ SSL_CONNECT_JOB sec-fstch-mode: navigate
O 1432 SOCKET sec-fetch-user: 71
sec-fetch-dest: document
= {255 S SIS GNNEGIEIOH referer: https://wm. google. com/
O 1434 | SOCKET accept-encoding: gzip, deflate, br
accept-language: zh-CN, zh;q=0.9, en-US; ¢=0. 8, en;q=0. 7
a 1435 551 GONNECT: 108 cookie: [337 bytes were stripped]
=] 1436 SOCKET --> aquic_pricrity = 0
--> quic_stream id = 209
1437|SSL_CONNEGT_JOB
L] = = 269547 [5t=23859] QUIC_SESSION_STREAN_FRAWE_SENT
a 1438 SOCKET --> fin = false
8 1456 URL_REQUEST hitps:/idns go 1
8] 1457 HTTP_STREAM_JOB_CONTROLLER il T
=] 1458 HTTP_STREAM_JOB 1260547 [st=23859] QUIC_SESSION_PACKET_SENT
= = --> encryption level = “ENCRYPTION FORVARD_SECURE”
1o 1459 S5L_CONNECT_JOB A
O 1460 | SOCKET -=> gent_time_us = 104670570493
--> size = 132
/1 a ”
g it UL RPoi Sl Rt --> transmission_type = “NOT_RETRANSHISSION
] 1484 HTTP_STREAM_JOB_CONTROLLER 269776 [5t=24088] QUIC_SESSION_PACKET RECEIVED
--> peer_address = ~3.285. 219, 165:443"
1485 HTTP_STREAM_JOB L .
L = = --> self_address = “192.168.5. 105:64056
(] 1486 SSL_CONNECT_JOB -=» size = 1250
O 1487 SOCKET +=69776 [st=24088] QUIC_SESSION_UNAUTHENTICATED_PACKET HEADER_RECEIVED
--> comnection id = “2adfdd85b90263db”
a 1626 SOCKET --5 header_format = “TETF_QUIC_SHORT_HEADER_PACKET”
8] 1646 HTTP2_SESSION L : --> packet_number = 1047
1=60776 [2t=24088] QUIC_SESSION_PACKET_AUTHENTICATED
8 180055 CONNECT: OB +=60776 [st=24088] QUIC_SESSION_STREAM_FRAME_RECEIVED
O 1801/ SOCKET --> fin = false
--> length = 48
el 20 SO T > offsst = 7454
[u] 2127|UDP_SOCKET 3.225.219.16 --> streamid = 1
2128 QUIC_SESSION +=69776 [s5t=24088] QUIC_SESSION_STREAN_FRAME_RECEIVED
--» fin = false
O 2421 URL_REQUEST hitps://dns.go --> length = 1174
=] 2426 SOCKET -2 offset = 0
= --> stream_id = 209
=) 2752 SOCKET 1=60776 [st=24088] QUIC_SESSION_PACKET_RECEIVED
=] 2763 HTTP2_SESSION --> peer_address = ~3.205. 215, 165: 443"
--> gelf_address = “192. 168.5. 105:64056”
8] 2859 URL_REQUEST hitps://dns go .
] 2864/ SOCKET 1269776 [5t=24088] QUIC_SESSION_UNAUTHENTICATED_PACKET HEADER _RECEIVED
--> comnection_id = “2a41dd85p90263db”
8 ZBHILRE REQUEST Dipifupdate > header_format = “TETF_QUIC_SHORT_HEADER_PACKET”
[a] 2873 HTTP_STREAM_JOB_CONTROLLER --» packet_number = 1048
.l 2874 HTTP STREAM JOB +=69776 [s5t=24088] QUIC_SESSION_PACKET_AUTHENTICATED
(L = = +=69776 [st=24088] QUIC_SESSION_STREAN_FRAME_RECEIVED
2875 TRANSPORT CONNFCT IOR

mn

--> fin = false
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